Requirements for the cluster H L R|S

Please:
« generate your ssh public key

 remove any comments in the generated file, so that it looks like:
ssh-ed25519 AAAAC3NzaCllZDIINTESAAAAIEETWPQVAISO6HNYFFBwMjadRsA+/DI+k8gk9Dh8nl1JoB

« send it back to training@hlrs.de as yourSurname.pub

The key will usually work only on the laptop where you generate it!
Please use the laptop you will use for the course.

See the next slides for instructions for
 Linux/MAC or

Windows using (recommended) PuTTYgen
- execute only one of them!
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Linux / MAC H L R |S

Type in terminal:
ssh-keygen -t ed25519

 This generates a key type ed25519 (do not use rsa)

 Define a password for the private key when prompted. Do not forget this
password!

 Then, adjust the rights of the private key:
chmod 600 your-private-key

IMPORTANT:

Please define a password when generating the public/private key pair!
Please send us the public key only!

EXTREMELY IMPORTANT:

Do not forget this password, because we cannot help in such a case, i.e., there is no
second key possibility!!!
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Windows - PuTTYgen (recommended)

Creation of an SSH-Key with PuTTYgen

. Key type EdDSA > Ed25519

« Additionally define a password
for the private key.
Do not forget this password!

« Save both the public key (append
.pub extension) and the private
key (.ppk).

« Send us the public key only!

You can also follow the instructions in the
Windows screen-video (in German)
from min. 04:54 at the link below.

File Key Conversions Help

Key

Public key for pasting into OpenS5H authorized_keys file:
ssh-ed25515 AAAACINzaC1IZD1TNTEBAAAAIEh Y Rayt dvikKKDm TrAY Bhktmxl Oglaj2FW NP 5+)GurZ eddsatey-

20230203

Key fingerprint: gsh-ed25519 255 SHA256:T 7gF+jy 30 URW Asm 337V S Myighk Mb 2Ew 3P 5gChJ YxBa

Key comment: eddsatey-20230203

Key passphrase:  sesswses ’2 \
~ 7

Confimn passphrase: sesssses

Actions

(Generate a public/private key pair
Load an existing private key file

Save the generated key

Parameters
Type of key to generate:
(_JRSA () DSA

Curve to use for generating this key:

https://fs.hirs.de/projects/par/events/2021/CHEESE /key videos/videos.html
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(O ECDSA 1) © EdD3A (O S5H-1(RSA)
Ed25519 (255 bits) v
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